NT-nHcbpacTpyKTy s

JawmTa nepcoHanbHbIX JaHHbIX.
Ycnyru n peweHna komnauuu AnTu

3alnTa nepcoHabHbIX JaHHbIX COTPYAHUKOB CEroAHA ABNAETCA
KPOCC- aKTyasbHoI 3aAa4eil Kak JnA KOMMEPYECKUX, Tak U ANA

M rocyAapcTseHHbIX opranusauynii. B 2007 rogy BCTynun B cuy 3aKoH

Ne152-@3 «0 nepcoHanbHbIX JaHHbIX», COM/IACHO KOTOPOMY KaxjaA

opraxusauns, 06pabaTbiBaoLan NePCoOHaNbHbIE JaHHbIE CBOUX

COTPYAHUKOB, KIMEHTOB A NapTHEpPOB, 06A3aHa 06ecneynTs

KOH(UAEHUNanbHOCTb 3TON UHGhOPMaLUN.

PEKOMEH[10BAHO
ANA OTPAC/ER

Komnanua AiiTu npegnaraeT nofiHbIA KOMNEKC PeLIeHui 1 yCNyr Ha BCex aTanax co3AaHnA CUCTEMbI 3aLLUThbl NePCOHaNbHbIX
naHHbix (C3MAH).

MepeyeHb noAgcucTeM 3aLuThbl NEPCOHANBHBIX
AaHHbIX OpraHM3aLuu B COOTBETCTBUM C
3aKoHogatenncTtBom P® BKnioyaeT Takue
noJiCMCTEMbI, KakK:

* ynpasnexue goctynom 8 UCMJH
° peructpauua u y4et cobbitnii B UCMNAH

* ofecrneyeHune LeNoCcTHOCTYU MHGOpMaLIMK B
MCnau

® aHTUBMPYCHaA 3alinTa

e o6ecneyeHne 6e30NacHOr0 MeXCeTeBoro
B3aumopeiicteua UCMNH

* aHaNM3 3aLNLLEHHOCTH

* kpunTorpacuyeckan sawmTa

* 3aLNTa OT yTeYeK N0 TeXHNYECKUM KaHanam
* 06Hapy>XeHNe BTOPKEHMWil

° pe3epBHOE KONMPOBaHNe CepsucHan noaaepxka C3MAH

‘
Paspa6oTka opraHu3aLMoHHO-
pacnopAaauTenbHoi ﬂOKyMEHTaLl,VI

KomnnekcHoe pewieHue AinTu no cospgaHuto S(beEKTI/IBHOVI CUCTeMbl 3aliUTbl NMepCcoHaNbHbIX AaHHbLIX npeanonaraeTt
no3TanHoe BbIiNOJNIHEHNE p360T. A umeHHo:

MepBbiit aTan. Ayaut cooTBeTcTBUA UH(POPMALMOHHON CMCTEMbI OpraHu3aLum

Tpeb6oBaHnam 3aKoHogatenocTea PM

OueHKa CTeneHn COOTBETCTBUA CYLLECTBYHLL e MH(hOPMaLUOHHON CUCTEMbI OpraHM3aLmMn Tpe6oBaHNAM 3aKOHOAATENbCTRA,
a Takxxe cneumanbHbIM HOpMaTUBHbIM AokymeHTam u pekomeHaaumam OCTIK u ®CB Poccuu. Cneunanuctobl AiiTu nomoryT
onpeaenutb Tpe6oBaHUA 1 pa3paboTaloT HE06X0AMMbIE pEeKOMEHAALMK, ONUCbIBAOLLME NOPAAOK 06paboTky 1 3awyuTbl MH
B COOTBETCTBUM C 3akoHozaTenbcTBoM P®. Cneumanuctsl AiiTu NOMOryT OLEHUTb CTPYKTYPY M COCTaB CUCTEMbI 3aLLUThI
nepcoHanbHbIX AaHHbIX B Lenom u ana kaxzaoi UCMAH, a Takxe Bbipa6oTaTh pekoMeHAaunn no Bbi6Opy NPOM3BOAUTENA U
Mozenei cepTMUUMPOBaHHbIX CPEACTB 3aLUMUThI.




=

Bropoii atan. Pa3pa6oTka TexHH4ecKoro npoeKkTa CUCTeMbl 3alnTbl
NepcoHanbHbIX JaHHbIX

Ha paHHom aTane 6yaeT BbinonHeHo npoekTupoBaHune C3MAH B cooTBETCTBUM C «TeXHUYECKUM 3afaHWEM Ha co3jaHue
C3MAx», yTo no3Bonut onpeaenntb apxutekTypy C3MJH, a Tak>Ke BUAbI M COCTAB CPEACTB 3aLLMUTbI C Y4ETOM YXKe MMEHLUMXCA.

Tpetnit atan. Paspa6orka opraHmsaymoHHo-pacnopaguTenbHON
AOKYMEHTauum

Cneumnanuctbl AilTu pa3pabaTbiBaloT OpraHW3aUUOHHbIE Mepbl, TPe60BaHNA N BHYTPEHHUE HOPMATUBHbIE JOKYMEHTbI MO
ob6ecneyeHuto 3awwuTsl MIH 1 o0CyLeCTBAIOT UX BHEAPEHWNE B OPraHn3aLuu.

l'|(’3TBeprll/I JTan. BHEApEHMe CUCTeMbl 3alnuTbl NepCoOHaNbHbIX AdHHbIX

JaHHblit aTan npegnonaraeT NoAroTOBKY OpraHM3aLui K oy B AeiicTene komnnekcHon C3MJH, ee ycTaHOBKY W HACTPOMKY
B COOTBETCTBUM C YCTAHOB/EHHbIM KNAcCOM 3aliULIEHHOCTM M NpeabABNAeMbIMM TpeGoBaHuAMM no GesonacHocTy,
NPOBOAATCA NPefiBapuTenbHbIe UCMbITAHNA, 0CYLLIECTBAACTCA OnbiTHaA akecnnyaTauua UCTNH ¢ BHeapeHHbIMK cpeacTBaMu
3alNUTbl U MPUEMOCAATOYHbIE UCMbITAHUA, @ TakKe 06yyeHue nepcoHana 3akasumka no 0GCNYXMUBAHWIO BHEAPAEMOro
060pya0BaHNA 1 TEME 3aLLUTbl NEPCOHANbHbIX aHHbIX.

Marwiii aTan. lMpoBeaexue oyenku coorBercTBua (artectayuun) NCMNAx

pa3nnyHbIX KfiaccoB TpBﬁOBaHMﬂM 6e3onacHocTH vm(l)opmauuu

Ha paHHom aTane cneunanucTtbl AiiTu npoBOAAT aTTecTauumto/aeknapaunio cootsetcTenaA kaxaoit UCIMAH Tpe6oBaHnAM no
6e3onacHocTy, yctaHoBneHHbIM OCTIK u ®CE Poccuu.

LecTon atan. CepBuchoe conposoxkaexue C3M[AH, koHcynsTayum nepcoxana

no Bonpocam ee (bVHKI.I,VIOHVIpOBaHVIH n nopajaka oOecneuyeHna sawutol M

B pamMkax JAaHHOro 3Tana ocyuwecTBliAETCA CepBUCHOE CONpPOBOXAEHue C3MAH ¢ uenbto 9KCMepPTHOro KOHTpoOnA
d)yHKLWIOHVIpOBaHVIﬂ n 3dJCbEKTVIBHOCTVI CMCTEMbI 3aLYMUTbI, ONEPATUBHOIO YCTPaHEHUA BO3HMKAKOLMX HeucnpaBHOCTEN
W OCyLleCTB/IeHMA NOMOLLUK B paccneaoBaHWM MHUWAEHTOB, CBA3aHHbIX C HapylleHnem npaBun 06paﬁOTKVI NAH w/vnn
HeCaHKLUMOHUPOBaHHbIM AOCTYNOM K HUM.

YpoBeHb 6

YpoBeHb 5
YpogeHb 4

YpoBeHb 3

y 1 YPOBeHb 2 eTcs

poBeHb aTTecTtauua | cepBuUcCHOe

YposeHb 0 [pousBeaeHo
Paspa6oTaH Paaopgg?_lT:Ha BHEApeHUe C3MAw, | conposoxe-
ayauT DOEKT CaNH MnosyyYeHbl Hue
P sawwmTe NAH c3n
3awwmre [H He|3awmweHHocTH C3MNH Ly NNLEH3UN JH
NpPOBOANIUCH NAx

LononHuntenbHblie YCNyru no 3auute nepcoHalbHbIX AdHHbIX KOMNIAHUN AiiTn

JononHuTenbHble yenyru komnanuu ATy no 3alymuTe NnepcoHanbHbIX AaHHbIX KOMNaHuu ATy BKIKOYatOT:

° KOHCANTUHIOBbIE KOHCANTUHIOBbIE YCAYrK no nonyydenuto nuueHsnii ®CTIK n OCB:
— KOHCYNbTUPOBaHWE COTPYAHMKOB 3aKa34ymka no BONPOCam nosiydeHus nLeH3nm
— MOMOLLb B MOArOTOBKE NakeTa JOKYMEHTOB AA NONYYEHNA COOTBETCTBYHLLEA NNLEH3NN
— momoLb B nojaye AOKYMeHTOB v B3aumogeicTeuu co ®CTIK n OCH

° OCYLLeCTB/IEHNE NMOBTOPHOI aTTecTaLuu: NOBTOpPHAA aTTecTalMA NPOBOAWUTCA B Clyvyae OKOHYaHWA cpoka AeicTBUA
npeablayLLero aTTecTaTa, a Takxke B Cly4ae BHECEHMA KakuX-NM60 He3HAYUTENbHbIX M3MEHEeHU B MH(DOPMaLMOHHYO
CUCTEMY W/UNIN CUCTEMY 3aLUNTbI

e 06yyeHne nepcoHana no kypcy T3KM00T un apyrum HanpaBneHusa oGecrneyvyeHUA MHOPMALMOHHON U TEXHUYECKOI
6esonacHocTu: 06y4eHne nepcoHana NpoBOANTCA MO KypCy NOBbILLIEHWA KBanUUKaLnm cneyuanmcToB no TEXHNYECKON
sawmTe uHgopmauyuu «06ecneyeHne 6e30MacHOCTY NEPCOHaNbHbLIX AaHHBIX MpU WX 06paboTke B MHKDOPMALMOHHbIX
cucTemax nepcoHanbHbIX AaHHbix» — T3KW001 (72 yaca) B yue6HoM ueHTpe Akagemun AiiTu

° 0CYLLECTB/IEHWE BHEAPEHUA pa3paboTaHHOW OpraHM3aLMoHHO-pacnopAaUTeNbHOM JokyMeHTaumu no 3awmTe MAH
° npoBejeHne 06yvalolMX TPEHWHTOB [ANA MepcoHana no pa3paGoTaHHbIM JOKYMEHTaM B BWAE CEMWUHApOB W
TECTMPOBaHUA N0 NPOBEAEHHbIM 00y4atoLLNM TPEHUHTaM

-




Mpumepbl peanu3oBaHHbIX NPOEKTOB

0AO «YpanBarox3aBog»:
° pa3paboTka, BHeApeHue, NOAroTOBKa M aTTecTauma no Tpe6oBaHMAM 6e30NacHOCTN KOH(UAEHUMANbHOW MHGOPMaLIUM U
NepcoHanbHbIX AaHHbIX
Pycluapo (18 punnanos):
° OpraHu3aumA LeHTPaNN30BaHHOI CUCTEMbI aHTUBMPYCHOM 3aLWMThI
° QpraHu3auMa MOHMTOPUHIa MHUMAEHTOB 6e3onacHocTH Ha 6a3e pewenua IT SMMC
PXTY um. [.1. Menpeneesa:
* OpraHusauma pexxuma 3aLuThbl NepCoHabHbIX JaHHbIX
@ryn «fopHo-xumu4eckunit Kom6uHaT»:

° aHaNK3 3aLiMLLIEHHOCTM M ayanT 6e3onacHocT 00beKToB MHhopMaTu3aLuumkombuHaTaHa cootBeTcTBue CTP-KnctaHnapram
6esonacHocTu, paspaboTka aHanuTM4eckoro 060CHOBaHWA Heo6X0AMMOCTM CO3AaHWA CUCTEMbI 3alUMTbl MHGIOPMaLMK,
€e TEeXHWYeckoro 3ajaHuAa M TexHo-pabouyero mpoekta, pa3paboTka pekomeHAauui No 3aluTe KOH(UAEHUMANbHOI
MH(opMaLum

®OMC no Bonrorpagackoii 06nactu (8 06bexToB):
° OpraHu3aumMa pexxmma 3aluTbl NepCoHaNbHbIX JaHHbIX
MockoBckuii ropoAcKoi nefjarornyeckuii yHUBepcuTeT:

* OpraHuzauma pexxuma 3aLuTbl NepCoHabHbIX JaHHbIX

3A0 «KaycTuk»:

° pa3paboTka M BHeApPEHWEe CUCTeMbl KOHTPONA MH(OPMALMOHHBIX MOTOKOB M 3alUMTbl OT YTEYKU KOHGUAEHUMANbHOI
MH(hopMaLum

MunuctepcTBo akonoruu u npupogononb3osanua MockoBckoii o6nacTu:
° QpraHu3aumaA 3alwuTbl 0T Yrpo3, NOCTYNalWMX Yepe3s BHELLIHMe KaHallbl CBA3Y
° QpraHu3aumaA LeHTPaN30BaHHO aHTUBUPYCHOI 3aLLMUThI
° QpraHu3auMa MOHUTOPUHIa MHUMAEHTOB 6e3onacHoCTH Ha 6a3e pewenua IT SMMC
MockoBcKuii 3HepreTn4eckuit UHCTUTYT (TEXHUYECKNI YHUBEPCUTET)

° OpraHu3auma pexxmma 3alnuTbl NepCoHaNbHbIX JaHHbIX
Céepbank Kazanu:

° opraHu3auuA MOHUTOPUHIa MHUMAEHTOB UH(DOPMaLNOHHOI 6e3onacHocTu Ha 6ase pewenusa IT SMMC
LlenTpanbhbiii 6ank Poccum (19 unuanos):
° OpraHu3auUmMA CUCTEMbI 3aLLNTbI KaHaNoB CBA3M
° QpraHu3aumMA CUCTeMbl 3aLUUTbl 633 AaHHbIX
° OpraHu3auMa aHTUBMPYCHON CUCTEMbI 3aLLNTbI
° OpraHu3aumMA CUCTEMbI 3aLLUMUTbl KOHEYHbIX CTaHLMIA 0T HENPaBOMEPHOro A0CTyna
° CO3/laHNe cucTeMbl MeXCeTEeBOr0 3KpaHUPOBaHNA
0AO «MpkyTckanepro»:

° NpoBeAeHNe KOMMIEKCHOr0 ayauTa MH(hopMaLMOoHHO 6e30MacHOCTY NPeanpuATUA

° N0AroTOBKa U aTTecTauma no Tpe6oBaHNAM 6€30MacHOCTM aBTOMATU3UPOBAHHON CUCTEMbI YIPaBNEHUA NePCoHanom
TocynapcTBeHHoe yupexxaexue «HayuHo-nponsBoacTBeHHoe o6beauHeHue «Cneyrextnka u ceasb» MB]] Poccuu:

° pa3paboTka OpraH13aLUMOHHO-TEXHUYECKIUX MEPONPUATII N0 06eCMeveHN0 TEXHNYEeCKOM 3aluTbl MH(OpPMaLU NoKabHOA
BblUMCNUTENbHOI ceTn CneacTBeHHoro komuteTa npu MBJ1 Poccuu

e noarotoska u attectaumsa AC CK MB/l Poccum

@ryYn «Cnéupckmuit Xummuyeckuii KomOuHaT»:
° NPoeKTMPOBaHWE U BHeAPEeHMEe CUCTEMbI 3aLLNUTbl MHCDOpMaLIMK
° nogrotoBka K attecTtauun ACKZ
locypapcTBeHHoe yupexxaenne «HoBropoackuii MH(hOpMaLMOHHO-aHANUTUYECKMIA LLeHTP»:
° ayanT uHchopMauuoHHoii 6e3onacHocTyh 20 komuteToB AamuHucTpaumn Hoeropoackoit o6nactu u Benukoro Hoeropoaa
° M0AroTOBKa U aTTecTauuA 3awmuieHHoi AC
1 MHOTWe apyrue.




OTpaCHEBbIe peleHna KOMNaHUK Nno 3aluTe NepCcoHalbHbIX JaHHbIX

CneumnanucTbl koMnanum AiiTu pa3pa6oTanu yHuKanbHble 0TpacieBble peLleHna 1 MeTOANKM MPoBeAeHNA paboT, yunTbiBatoLiMe
cneundmky Toil Unm MHOM chepbl AeATeNbHOCTH. [IpenmyLLecTBOM oTpacneBbix pewennint AT ABNAGTCA UX YHUBEPCANbHbII
XapakTep, 4To N03BONIAET, BO-NePBbIX, 3HAYNTENbHO COKPATUTb 3aTpaThl HAa Peann3aLuio NPOeKTa, a BO-BTOPbIX, CYLLECTBEHHO
YMEHbLIUTb CPOK CO3aHUA CUCTEMbI 3aLUMTbI NEPCOHANbHBIX AaHHbIX. Pa3paboTaHHble peleHna yXe YCnelwHo pa3BepHyThI
BO MHOTMX OpraHu3auuax, M Ha AaHHbIi MOMEHT OCYLLECTBAAETCA UX TUPAXKNPOBAHME.

0 komnaHum AiiTu

Pewennn, npeanaraemble komnauuei AiiTu, anpo6upoBaHbl W ycnewHo ucnonb3ywTcA Ha Gonee 2000 npesnpuATMii
pa3nuyHbix oTpacneit u macwra6os. B rpynne komnanuin AiiTn pa6ortaetr 1500 4enoBek, 6OMbLUMHCTBO COTPYAHUKOB —
cepTMULMPOBaHHbIE CMEeUNanucTbl.

PernoHanbHble counuansl rpynnbl komnanuii AinTu geicTeytoT 6onee Yyem B 20 pernoHax Poccuu. Komnanua AiiTu agnaetcA
NPAMbIM NapTHEPOM OCHOBHbIX MUPOBbIX Npon3BoauTenei o6opyaosanua u M0, Takmx kak Avaya, Cisco Systems, EMC, IBM,
Oracle, Microsoft u mHorne apyrue. Cuctema kavectsa komnaHum AiiTn NpUMEHUTENIbHO K NPOEKTUPOBAHUI, NOCTPOEHUID
1 COMPOBOXAEHUID UHTErPUPOBAHHBIX NH(OPMALIMOHHO-BLIYMCAUTENbHBIX KOMMIEKCOB CepTMNLNPOBAaHA Ha COOTBETCTBUE
Tpe6oBaHnAm cTaHgapta IS0 9001-2001.

JInyensun un atTecTarbl

KomnaHua AiiTu o6nanaet Bcemu Heobxoaumbimu nuueHsnamu OCTIK n OCE anAa ocywecTBNeHNA AeATENbHOCTY N0 3aluTe
VHChOpMaLMM 1 aTTecTaUun CUCTEM 3aluTbl KOH(UAEHUMANbHO MHAOPMaLWK U CUCTEM 3aLLMTbl CBEJEHUI, COCTAaBNALLNX
rOCYAapCTBEHHYIO TalHY:

Juuyen3sum n attectatol MegepanbHoil cNyXXObI N0 TEXHUYECKOMY U AKCTIOPTHOMY KOHTpONIO
° IMLIEH3MA Ha AeATENIbHOCTb M0 TEXHUYECKON 3aliuTe KOH(UAEHUMaNbHON MHopmaLuu
° NINLEH3UA Ha feATeNbHOCTb Mo pa3paboTke U (Mnu) NPoU3BOACTBY CPEACTB 3aLUUTbI KOH(UAEHLMANbHOW MHhOPMaLIUK

e atTectat akkpegutauum OCTIK B cucteme cepTuchukaunum cpeacTs 3awmTsl MHopmauun no Tpe6osaHuAM 6e3onacHo-
CTW MHopMaLMn ANnA NpoBeeHNA aTTecTauum 06beKToB MHopMaTu3auum

* IULEH3MA Ha OCYLLIECTBNIEHNE MEePONpUATHIA 1 (Mnn) okasaHue ycnyr B 061acTy 3alUThl rocTaiHbl (B 4acT TEXHUYECKO
3aLUTbl MHhOpMaLIMK)
° NINLEH3MA Ha NPOBe/ieHNe PaboT, CBA3AHHBIX C CO34aHNEeM CPEACTB 3aLyUThbl MHGhOpMaLUN

Jnyensun MepepanbHoii cnyxG6bl GezonacHocTy:
° INLEH3MA Ha pacnpocTpaHeHne WKdpoBanbHbIX (KpunTorpaduyeckux) cpeacTs

° IULEeH3MA Ha pa3paboTKy, TPOU3BOACTBO WNGPOBaNbHBIX (KpUNTOrpachuyeckmx) CpeACTB, 3aLLNLLEHHbIX C UCTIONb30BaHNK-
eM WwudpoBanbHbIX (KpunTorpaduyecknx) cpeacTs MHOPMALMOHHBIX N TENEKOMMYHUKALUOHHBIX CUCTEM

° INLEH3NA Ha TeXHMYeckoe 06enyxnsaHmue WUpPoBanbHbIX (KpunTorpaduyeckux) cpeacTs

° INLEH3NA Ha NPeAOCTaBNeHNe YCyr B 06nacTu WndpoBaHna Hdopmaummu

° INLEH3NA Ha OCYLLeCcTBNeHNe pa3pa6oTku v (Mnu) NPOU3BOACTBO CPEACTB 3aLUUTbl KOH(UAEHLMANBHOI UHhopMaLuK
© JIMLLEH3NA Ha OCYLLECTBIIEHEe MepPOnpUATHI 1 (unn) okasaHue ycnyr B 061acTu 3aLynThbl roCyAapCTBEHHON TalHbl

°* IMLEH3MA Ha ocyLlecTBneHune pa6oT, CBA3aHHbIX C CO3JaHMeM CPEeACTB 3aliMTbl MH(OpMaLUM, COAEpXaLlen CBeeHN ,
COCTaBNAKLLNE rOCYAaPCTBEHHYIO TallHy

° IMLIEH3MA Ha OCYLLECTBNEHNe paboT C MCNONb30BaHUEM CBEIEHWNIA, COCTAaBNALIMX rOCYAapCTBEHHYH TaliHy

Fliln

Komnanua AiiTu: 117218, Mocksa, a/a 116, yn. KpxuxaHosckoro, 4. 29, kopn. 2, Ten.: (495) 974 7979, 974 7980, chaxc: (495) 974 7990,
e-mail: info@it.ru, www.it.ru

PernonansHbie odmcnl: Bonrorpap: (8442) 55 0777, Exatepun6ypr: (343) 378 3340, UpkyTck: (3952) 79 9246, KazaHb: (843) 525 4060,
KpacHoaap: (861) 255 0088, KpacHoApck: (391) 274 4444, H. Hoeropoga: (831) 461 9184, HoBocmu6upck: (383) 335 6702,
Mepmb: (342) 282 5336, PocTos-Ha-ZloHy: (863) 227 3102, Camapa: (846) 277 9191, C.-MeTtepbypr: (812) 326 4588, Ydha: (347) 293 7979.
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